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IMAGE PROCESSING APPARATUS, AND METHOD OF AND SYSTEM

FOR MANAGING IMAGE PROCESSING APPARATUS

CROSS-REFERENCE TO RELATED APPLICATIONS

The present document incorporates by reference the entire

contents of Japanese priority.document, 2003-076485 filed in Japan on

‘March 19, 2003.

BACKGROUND OF THE INVEANTIOII\I '
1) Field of the Invention o

‘The present invention relates to a technique in which a
manag‘ing épparatus manages én image processing apparatus, such as
a copier, a scanher, a printer, a facsimile machine, or a multifunction

peripheral, through a computer network.

2) Description of the Related Art
Image processing apparatuses such as éOpiers, scanners,
printers, facsimile machines and multifunction peripherals, which:

execute more than one of these functions, include consumable products

. such as a photosen'sitive-dru'm and toner. The cor_l'SUmabIe products

are the products that need to be replaced when they are exhausted.

The copiers and the printers include a mechanism that feeds

: shéets of paper on which the image is to be printed. Such a paper

feeding mechanism has a large number of rollers, and is complicated.

There is a possibility that sheets are jammed between rollers, and
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hence, periodical maintenance is necess'ary. :

Normally, when sheets are jammed and to fixv the problem is out
of the user's hands, a service call is made. The user explains details
of the problem by telephone and requests a dispatcAh of the serviceman.
Such a procedﬁre can be troublesome and time-consuming. |

A performance charge system is often used'in some offices to
charge customers for the number of copies made by a sopier. In this
system, é person-in-charge must either check an output counter of the
copier, or réduest the user to inform of a value of the output counter.
Such procedure is troublesome, both for the person-in-charge and for
the user, and increases service costs. |

Thereupon various systems have been proposed for managing
conditions of an image processing apparatus such as the copier and.the
facsimile machine at a remote location. For example, the following "
systems h'ave,been.propo‘sed. - |

(1) A system in which an.analysis apparatus connected to‘an image
processing appar_atusthrough dialup lines, analyzes and fixes a -

problem concerning a function of the image processing apparatus is

prop’osed in Re-issued U.S. Patent No. 34842, U.S. Patent No. 5412779, -

 U.S. Patent No. 5537554, U.S. Patent No. 5544289, U.S. Patent No.

5774678, and Japanese Patent Application Laid—opén No. H6-237330.
waever, in order to introduce sqch a system, a new telephone line for
managing the image processing apparatus must be added, thereby

increasing setup cost in some cases. Thus, this system has not

.become popular.
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(2) A systém for remote controlling a copier having a facsimile
function through dialup lines is proposed in Japanese Patent
Application Laid-open No. H5-244327 and Japanese Patent Applicatjon
Laid-open No. H6-178026. This system has a merit tha.t 'since the
telephone line originally included in the facsimile machine is used, it is

unnecessary to add another telephone line when the system is

_introduced. However, this system cannot be applied to a copier, a

printer and the like, which do not have the facsimile function. Further,

while data for managing the image formationlapparatus is transmitted

over the telephone line, the original functions of the facsimile machine

such as sending and receiving facsimile messages cannot be used.

(3) A system in which a special-purpose information collecting

apparatus for collectively managing one or more image formation

‘ épparatuses éonnected to local area network (LAN) is proposed in U.S.

Pétent No. 5887216. The information collecting apparatus sends and
receives management information or the like to and from a managing
apparatus at a remote location. In this systém, éven if the number of

image formation apparatuses connected to the LAN increases, it is -

“unnecessary to increase the telephone line. However, if the number of

image formation apparatuses increases, it is necessary to install an

additional special-purpose information collecting apparatus, thereby

.increasing cost. Alternatively, it is possible to provide a facsimile

. machine in the LAN with the information collecting and managing

function instead of the special-purpb'se information collecting apparatus.

However, there is a prdblem in that functions of the facsimile machine
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cannot be performed, like in the system (2).
(4 A syétem in which an image formation apparatus sends an E-mail

including management information concerning the image formation

~>apparatus to a managing apparatus, thereby enabling managing and

checking of the image formation apparatus from a remote location, is
proposed in U.S. Patent No. 5909493. ltis unnecessary to add a
telephone line and thus cost thereof does not increase. However, it is
necessary to provide each image formation apparatus that is to be
ma‘naged with an E-mail address, and to req'uest the Internet service
provider (ISP) to pr_Ovide__an E-mail address. Further, as E-mails are:
generally sent fhrough a mail server, the information doés not reach the
managing apparatus immedi.ately in éome cases. Therefore, there is a
problem that in case of-an emergency notiée, such as occurrence of an
abnormal condition, whetﬁer the notice has reached the managing
apparatué.cannot be confirmed, and eventually, it becomes necessary

to contact the managing apparatus by telephone.

SUMMARY OF THE INVENTION

It is an object of the invention to at least solve the problems in

the conventional technology."

An image proCessing apparatus management system-according
to an aspecf of the p.resént invention includes a m_an'éging apparétus
connected to a computer network; and an image pfoéessing apparatus
that is connected to the computer network and managed by the

managing apparatus via the computer network, wherein the image
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processing apparatus is connected to the computer network via a
firewall that allows data transmitted using predetermined protocols to
pasé through, wherein at least one of the predetermined protocols has
an immediacy, and the image processing apparatus having a report
generating/fransmitting unit that generates report data and transmits
the report data to the managing apparatus through the computer -
network using the protocol having the immediacy.

An image processing apparatus according to anofheraspect of
the present invention'is cqnnected to a computer network via a firewall
that aIIowa data transmitt.ed using predetermined protbcola to pass
through, wherein at least one of the predetermined protocols has an
immediacy, wherein a managAing apparatus connected to the computer
network manages a predetermined image procesaing apparatus. The
image processing apparatus includes a report generating/transmitting
unit that gene‘rates report data and transmits the report data to the
hanaging apparatus through the computer network using the protocolv
having the immediacy. |

A method according to still another aspect of the preaent '
invéntion is a method in which a managing apparatus manages an
image processing apparatus, the managing apparatus and the image
processing apparatus being conhected via a computer network, and the
image processing apparatus being canhected to the computer network
via a firewall that alIoWs data transmitted using predetermined protocols
to pass through, wherein at least one of the predetermined protocols

has an immediacy, comprising the managing apparatus receiving
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report data from the image processing apparatus sent through the
computer netwdrk using the protocol having the immediacy, whe-rein the
report data includes information about the image processiqng apparatus;
the managing apparatus outputting contents of the repért data received;
and the managing apparatus sending a reply data to the image
processing apparat;:s, in response to the report data received.

| -The other objects, features, and advantages of the present
invention are specifically set forth ih or willlbecome apparent from the
following detailed descriptions of the invention when read in conjunctién

with the accompanying drawings.

'.BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1is a blocl; diagram of a network system to which an image
processing apparatus managemént method according to a‘n :
| embodiment of the present invention is applied;

Fig. 2 is a functional bldck diagram of a multifunction peripheral

~in the network system;

Fig. 3 is a functional block diagram of a management server‘in _
the network system;
L Fig. 4 is a flowchart of an operation of the multifunction
peripheral and the management server;

Fig. 5 illustrates an example of data sent from the multifunction
peripheral fo the management server when an amount of unused toner

‘is equal to or less than a predetermined value;

Fig. 6 illustrates an example of reply data sent from the
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management server to the multifunction peripheral in response to the
data about the amount of unuséd toner,;

Fig. 7 illustrates an example of data sent from the muItifuncfion
peripheral to the management server when a part in the multifunction
peripheral needs to be replaced;

'Fig. 8 illustrates an example of reply data sent from the

" management server to the multifunction peripherél in response to the

data about the part to be replaced;
. Fig. 9 illustrates an example of data sent from the multifunction

pe'ripheral to the management server when an abnormal condition

~occurs in the multifunction peripheral,

Fig. 10 iI]ustrates'an example of reply data sent from the
management server to the multifunétion peripheral in response to the -
data about the abnormal condition; |

Fig. 11 illustrates an example of data sent from the multifunction
peripheral to the management server when a user sends information;

- Fig. 12 illustrates an example of reply data sent frorh the
ma_hagement server to the multifunction peripheral in response 'to_the
data sent by the user; o .}

Fig. 13 illustrates an example of data sent from the multifunction
peripheral to the management server when a user orders consumable
products -or parts to be replaced;

Fig. 14 illustrates an example of reply data sent from tﬁe
management servef to the multifunction peripheral in response to the

user’'s order;
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Fig. 15 illustrates an example of data sent from the multifunction
peripheral to the management server to request an update of a
predetermined program;

Fig. 16 illustrates an example of reply data sent from the
management server to the multifunction peripheral in response to the
request for updating the predetermined program;

| Fig. 17 illustrates an example of data sent from the multifunction
periphera-i-to the managerﬁent server to inform the'ma.nagement server
of a predetermined utilization state; and |

Fig. 18 illustrates an example of reply data senf from the
management server to the mult'ifunction peripheral in response to the

data about the predetermined utilization state.

DETAILED DESCRIPTION - .

Exemplary embodiments of an image processing apparatus, an

image processing apparatus management Syst_em, and a method of

managing the image processing apparatus according to the present

invention will be explained in detait with reference to the accompanying.
drawings.

- Fig. _1 is é block diagram of a network system to which‘an image.
procé—zssing apparatus management method according to an
embodiment of the presentrinven‘tion is applied. The network system
includes a multifunction peripheral 10, a firewall 20, a LAN 30, personal
computer (PC) 40, and a ménagement server 60 that is connected to - |

the Internet 50.
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The PC 40 and the multifunction peripheral 10 are connected to
the LAN can connect to the Internet 50 through the firewa.ll 20. With
this configuration, data can be sent and received between the PC 40,
the multifunction peripheral 10, the management server 60 and other
Web servers (not shown).

The PC 40 can éxecute a network printer function in which the
PC 40 sends data to the n;lultifunction peripheral 10 through the LAN 30,
and the multifunction peripheral 10 prints an image of the data.

The firewall 20 is disposed between the LAN 30 and'the Internet

50. Data communication between apparatusés connected to the LAN

30, and other apparatuses connected to the Internet 50 is carried out

through the firewall 20. The firewall 20 analyses a packet of data

against a set of filters. Packets that satisfy the conditions make it
through the firewéll, and others are discarded, thereby preventing a
third party from entering into the LAN 30 out of malice.

The firewall 20 provides control by permitting communication

usi'ng ‘predetermined protocols, and blocks cdmmunicatio’n using

. protocois other than the. preset protocols. Thus, the firewall 20 -

prohibits an external apparatus from accessing the multifunction :
peripheral 10, but allows reply data sent by the management server 60
to reach the complex apparatus.

In this embodiment, the firewall éO allows data communication-

using hypertext transfer protocol (HTTP) protocol and simple mail

transfer protocol (SMTP) protocol. Thus, an apparatus connected to

the LAN 30 such as the PC 40, can browse Internet websites and send
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and receive E-mails.

The multifunction peripheral 10 realizes a plurality of image
processling functions.such as copying, printing, scanning and a
facsimile function.

Fig. 2 is é functional block diagram of a multifunction peripheral
in the network system. The multifunction peripheral 10 includes
structures (not shown in the figure) for realiiing various functions. For
example, a photosensitive drum and a developing apparatus of an
elect}onic photographic systém for imagé forfnation , a paper feedihg
mechanism for feeding sheets of paper, and a paper feeding unit for
accommodating and feeding the sheets. The multifunction peripheral
also includes a network controller 110, a communication con‘troller 120,
a remaining amount detecting unit 130, an inputting unit 140, a parts
replaéemeht detection unit 150, an abnormal condition detection unit
16'0, a program memory 170 and a utilization state detection unit 180.

Thé nétwork controller 110 carries out data communication with
a Web server connected to the Internet 50 through the firewall 20.

A toner for formihg an image is one of the consumable'products
used in the multifunction peripheral 10‘. The remaining amount |
detecting unit 130 detects an amount of unused toner and sends the
result to the communicatioh controller 120. 'The remaining amount
detecting.ﬁnit 130 includes a magnetic escaping ratio sensor that
detects an amount of unuseq toner remaining in a toner‘ bottle, based
on a density of the toner. The method of detecting the amount of

unused toner is not limited td this method, and other methods can be
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" used. Instead of detecting the amount of unused toner, an amount of

toner used may be estimated from the number of sheets output, and the
remaining amount may be calculated from the amount of toner used.

In this embodiment, the remaining amount detecting unit 130
detects the amount of unused toner in ‘the multifunction peripheral 10.
Alternatively, the remaining amount detecting unit 130 may detect
usage of 6ther consumable products, such as the nﬁmber of sheets of
paper accommodated in a paper feed tray, and send the result to the
communication controller 120.

The inputting unith 140 includes an input device such as a
numeric keypad, a switch and a graphical user interface (GUI), and
sends information or commands corresponding to the operating
instructioné input by a user to the communication controller 120.

The parts replacemeht detection unit 150 detects whether there
is a part in the multifunction peripheral 10 that needs to be replaced,
and sends the information about thé paft to be replaced, to the
communication controller 120. In this embodiment, the parts
r'epIaCement detectionlL‘mit 150' determines that the toner bottle needsb
to be replacéd if the remaining amount of toner becomes equal to or
less than a predetermined value, and sends this information to the
communication controller 120. The parts replacement detection unit
150 may determine the need of replacing a part other than the toner
bottle. |

'The abnormal condition detection unit 160 detects an

occurrence or possibility of occurrence of an abnormal condition in the

11



10

15

20

25

multifunction peripheral 10. If the abnormal condition detection unit
160 detects the occurrence of an abnormal condition or that the
possibility of occurrence of the abnormal condition is high, the abnormal
condition detection unit ﬁ60 informs the communication controllef 120
of the condition detected.‘f The abnormal condition detection unit 160
may be provided with an appropriate. detect‘ion unit. For instance, the
detection unit may count the frequehcy of paper-jamming within a
constant period, and check whether the number exceeds a
predetermined value, or may determine that there is a possibility of an

abnormal condition in the paper feeding mechanism, or may detect

~ failure in the photosensitive drum.

Various programs that are executed by a central processing unit
(CPU) in the multifunction peripheral 10 are stored in the program

memory 170. By execut'ing these programs, functions such as the

printer function and the copy function are realized. In this

multifunction peripheral 10, the program can be updated, or a new

program can be added. - A new program supplied from the

- communication ¢ontroller 120 is stored in the program memory 170.

The utilization state detection unit 180 detects utilization states-'

“of the various functions of the multifunction peripheral 10. In this

embodiment, the number of sheets of papér output, such as color image
output an_d m_onochrome image output is counted, and the utilization
state detection unit 180 outputs the number when requested- by the
communication cont\roller 120.

During a predefined state, the communication controller 120
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generates data having contents corresponding to that state, and sends
the data to the management server 60 through' the network controller
110, the firewall 20 and the Internet 50. Procedure concerning data
communication control carried out in each state will be described later.

The corhmunication controller 120 of this embodiment controls
the data communication using HTTP protocol, which is a protocol
having immediacy. -Thus, it is possible to access the management .
server 60 through the Internet 50 and data cén be ‘sent to the
management server 60 without being blocked by the firewall 20.

Here, the protocol having immediacy is a protocol that can
directly access a web server etc. for example, by internet browsing
uéing HTTP protocol.l In',other words, a protocol that can communicate

with the target gpparatus immédiately is used. Any other protocols

permitted by the firewall 20 may also be used. 'SMTP that is a protocol

for sending and receiving E-mails is not the protocol having immediacy
in nature. |

Referring back to Fig. 1, the management server 60 is set up by
an enterprise that carries out management service of the image
processihg apparatus such as the muItifmetion peripheral 10, and
includes a single of a plurality of personal computers or workstatidns
that can communicate with each ﬁther. By executing a program stored
in an external mehory such as a hard di‘sk drive, the management
server 60 realizes a function for managing the image processing
apparatus.

Fig. 3 is a functional block diagram of a management server in
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the network system. The management server 60 includes a
communication interface 210, a reply processing unit 220, a display
control unit 230, a program memory 240 and a display unit 250.

The communication interface 210 sends and receives data to

and from the communication apparatus such as the PC 40 and the

multifunction peripheral 10 through the Internet 50. When the
multifunction peripheral 1\‘0 sends data through the Internet 50 to the
management server 60, the reply braCessing unit 220 seﬁds, to the
multifunction peripheral 10, reply data in response to the data received
or, if necessary, data including the program stored in the program
memory 240. Details of thiAs process will be described later.

The display control unit 230 makes the display unit 250, which
may be a liquid crystal displlay (LCD), display contents of the data
received from the multifunction peripheral 10. The program memory
240 stores an update program or new program that is to be sent to the
m'ultifunctiron peripheral 10 or another imaga processing apparatus.
These programs are developed for managing the image proce.ssing
apparatus. An operator of the management ‘sev’rver 60 inputs these
programs that are then stored in the program memory 240.

Fig. 4 is a flowchart of an operation of the multifunction

"peripheral and the management server in the network system. When -

the power of the multifunction peripheral 10 is turned on,.the
communication controller 120 of the multifunction peripheral 10
determines whether the multifunction peripheral is in a preset state

(step Sa1). If the multifunction peripheral is in the preset state, the
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communication controller 120 éccesses the management server 60 via
the Internet 50. For example, if the address of the management server
60 is "www.remote.service.xxxxx.co.jp", the communication controller
120 uses this address to access the management server 60 via the
Internet 50. The communication controller 120 sends data
corresponding to the state of the multifunction peripheral 10, to the
management server 60 using HTTP protocol (step Sa2). As the
firewall 20 permits communication using HTTP protocol, the data can be
sent to the management server 60.

On receiving the data from the multifunction peripheral 10, the
reply processing unit 220 of the management server 60 prepares reply ‘
data to acknowledge the receipt of the data, and sends the reply data to
the multifunction peripheral 10 via the Internet 50 (step Sa3). The
firewall 20 permits reply data sent by the mana‘gemént server to pass
through and reach the multifunction peripheral 10. If the reply data is
displayed on the display panel of the multifunction peripheral 10, a user
of the multifunction peripher_al 10 can confirm that the data c‘:oncern‘ing

the multifunction peripheral 10 reached the management server 60, and |

it is unnecessary to confirm this situation by telephone.

The display control unit 230 of the mahagement sérver 60
displays the contents of the received data on the display unit 250 (step
Sa4). Consequently, the operator is informed of the contents of the
data received.

The preset state that triggers the start of sending operation of

data by the multifunction peripheral 10, and detail operation carried out
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in this state will be explained separately.
The multifunction peripheral 10 in this embodiment sends data
to the management server 60 in the event of the following states:

1) When the remaining amount detecting unit 130 detects that a value

of the amount of unused consumable product is equal to or less than a

predetermined value,

2) When the parts replacement detection unit 150 detects that a part
needs to be replaced,

3) When the abnormal condition detection unit 160 detects an
occurrence or possibility of occurrence of an abnormal condition in the
multifunction perfpheral,

4) When a user sends information to the management server,

5) When a user orders consumable p'roducts or parts to be replaced,

6) When the update request to update a predetermined program is
sent at a predetermined timing, and |

7) When the management server should be informed of a
predeterﬁined utilization state.

In any-of the above state, the communication controller 120 in
the multifunction peripheral 10 geherates data having contents
corresponding to that state and controls the netwo.rk controller 110 to -
send the data to the management server 60. Each of the above seven
states are explained in detail below.

1) When the remaihing amount detecting unit 130 detects that a value
of‘the‘ amount of unused consumable product less than or equal to a

predetermined value.
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The communication controller 120 determines whether the
amount of unused consumable product detected by the remaining
amount detecting unit 130 is equal to or lower than the predetermined
value.

If the remaining amount value is equal to or lower than the
bredetermined value, the communication controller 120 generates data
having a format that conforms to the HTTP protocol as shown in Fig. 5
and‘ sends the dafa to the management server 60 through the Internet
50.. In fhe data shown in Fig. 5, "/cgi-bin/cgi.remoteservice" is a
function realized by a program executed by the management server 60,
and indicates the sending with respect to this program. The argument
"U = 123456" is a registration number of the sender machine and is
necessary to identify the image processing apparatus (muitifunction
peribheral 10). The argument “P=341"is an error number and in this |
case, indicateé that the amount of unused toner is equall to or less than
a predetermined value. The registration number and error number are
included in the data sent to the management server 60.

The‘réply processing unit 220 of the management.server 60,
generates reply data as shown in Fig. 6, and sends the data to fhe
multifunction peripheral 10 through the Internet 50. In the data shown
in Fig. 6, the first three lines are data having format that' conforms to
the HTTP protocol, and after the fourth line, information such as time of
reception, type 6f contents, reception number, and a description "toner
end" are included.

The display control unit 230 of the manag'em'ent server 60 refers
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to a registration number table. A registration number table stores in
correlated form, 'a machine registration number and model, instaliation
place, installing person, cover address of the installihg person. Then,
the display control unit 230 determines from the machine registration
number included in the received daté, which- installing person has the |
image processing apparatus. The display control unit 230 refers to an
error content table in which the error number and the error contents are
associated with each other, and ob'tains the error contents
corresponding to the error number included in the data received.

The display control unit 230 makes the display unit 250 display
error contents and error information concerning the image processing

apparatus. In this case, the installation place of the multifunction

- peripheral 10, the installing person, the cover address and the error that

the remaining amount of toner is Iess‘are displayed. Thus, an operator
who sees this i»nformation can inform the installing person 6f the
multifunction peripheral 10.of the fact that the remaining amouht of
toner is less by telephone or E-rﬁail, or can order the toner bottle.
Alternatively, wheﬁ the reply processing unit 220 receives data

from the multifunction peripheral 10, showing that the amount of unused

toner’is less, an E-mail or facsimile including this information may be

sent autoAmaticaHy to the installing person of the multifunction peripheral

10.

2) When the parts replacement detection unit 150 detects that a part
needs to be replaced.

When the communication controller 120 receives from the parts
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replacement detection unit 150, an indication that the toner bottle
should be replaced, the communication controller 120 generates data
having format that conforms to the HTTP protocol as shown in Fig. 7
and transmits this information to the management server 60 through the
Internet 50. )

The data shown in Fig. 7 is different from the data shown in Fig.
5 in that the error number "P" has a value "531". The error number

531 indicates that the toner bottle should be replaced.

The reply processing unit 220 of the management server 60

_generates reply data as shown in Fig. 8, and sends the reply data to the

multifunction peripheral 10 through the Internet 50. In the data shown
in Fig. 8, the first three lines are data having format that conform to the
HTTP protocol, and after the fourth line, information such as time of
reception, type of contents, reception number, and a deséription "toner
bottle should be replaced" are included.'

The display control unit 230 of the management server 60 refers

" to the registration number table and the error content table like the

above case, to thereby obtain the error contents and error information

concerning the image processing apparatus, and makes the display unit

250 display the information. I.n this case, the installation place and the -

installing person of the multifunction peripheral 10, the cover address

and the error that the toner bottle should be replaced are displayed.

Thus, an operator who sees this inform_ation can inform the installing

person of the multifunction peripheral 10 of the fact that the rerﬁaining

- amount of toner is less by telephone or E-mail, or can order the toner
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bottle, or can request a serviceman to replace the toner bottle.

3) When the abnormal condition detection unit 160 detects an

‘occurrence or possibility of occurrence of an abnormal condition.

‘When the communication controller 120 receives from the

abnormal condition detection unit 160, an indication that an abnormal

condition has occurred or the possibility that the abnormal condition has

occurred is high, the communication controller 120 generates data
having format that conforms to the HTTP protocol as shown in Fig. 9
and transmits this information to the management server 60 through the
Internet 50. R

The data shown in Fig. 9 is different from the data shown in Fig.'
5in thaf the error number "P" has a value "784". Theberror number -
784 indicates that abnormal condition occurred in a fixing drum.

The reply processing unit 220 of the manégeﬁwent server 60
generates :reply data as shown in Fig. 10, and sends the reply data to
the multifu.riction peripheral 10 fhrough the Internet 50. In the data
shown in Fig. 10, the first three lines are data having format that
conforms to the HTTP protocol, and after the fourth line, information
such as time of reception, fype of contents, reception number, and a
description "abnormal condition in fixing drum " are included.

The display control unit 230 of the management server 60 refers
to the registration number table and the error content table like the
above case, to thereby obtain the error contents and error information
concerning the image processing apparatus, and makes the display unit

250 display the information. In this case, the model name, the

20



10

15

20

25

installation place and the installing person of the multifunction
peripheral 10, the cover addréss and the error that the abnormal
condition occurred in the fixing drum are displayed. Thus, an operator
who sees this information can inform the installing person of the

multifunction peripheral 10 of an occurrence of an abnormal condition in

" the fixing drum by telephone or E-mail, or can order the drum, or can

req‘u'est a serviceman to replace the fixing drum.
4) When a user sends information.
When a usér inputs through the inputtihg unit 140, information
such as a problém concerning fhe image processing apparatus, and
instructs to send t:he inforrﬁation to the management server 60, the

communication cor{troller 120 generates data having format that

. conforms to the HTTP protocol as shown in Fig. 11 and transmits this

information to the management server 60 through the Internet 50.

The data shown in Fig. 11 is different from the data shown in Fig.

-5in that an argument "T" showing the contents input by the user’is

used instead of "P", and "T" represents many scummings.

The reply processing unit 220 of the management server 60
generates reply data as sho'w'n in Fig. 12, and sends the reply data to
the multifunction peripheral 10 through the Internét 50. In the data
shown in Fig. 12, the first three lines are data having format that
conforms to the HTTP protocol, and after the fourth line, information
such as time of reception, type of contents, reception number, and a
description "scumming" are included. |

The display control unit 230 of the management server 60 refers
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to the registration number table like the above case, to thereby obtain
the contents inputted by the user and the information sent by the user

concerning the image processing apparatus, and makes the display unit

250 display this information and the user input information. In this

case, the model name, the installation place and the installing person of
the multifunction peripheral 10, the cover address and the "scumming”
inputted by the user are displayed. Thus, an operator who sees this
information can inform a serviceman of the situation, and the
serviceman can provide aA suitable solution. |

When a user inputs arbitrary contents in this manner, it is
possible to inform the managéﬁent server 60 of the contents. 7
Therefore, even when a problem, other than one that can be detected
automatically occurs, it is possible to inform the management server 60
of this problem. As a result, various problems can be héndled.,

5‘) When a user orders consumable products or parts to be replaced.

When a user orders consumable products or replacement of a
part 6f the image processing apparatus through the inputting unit 140
and instructs to send the information>to the management server 60, the
comrﬁunication controller 120 generates data having format that
conforms to the HTTP.prothoI'as shown. in Fig. 13 and transmits this
information to the management server 60 throug'h the Internet 50.

The data shown in Fig. 13 is different from the data shown in Fig.
5 ih that an argument "E = Type2&U=2" showing the order information
inputted by theAuser is used instead of "P", and "U=2" means that the

number of parts ordered is two.
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The re.ply processing unit 220 of the management server 60
generates reply data as shown in Fig. 14, and sends the reply data to
the multifunction peripheral 10'through the Internet 50. In the data
shown in Fig. 14, the first three lines are data having format that
conforms to the HTTP protocol, and after the fourth line, information
such as time of reception, type of contents, reception nUmber, and a
descripti‘on "'Type2 toner two" are included.

The display control unit 230 of the management server 60 refers

to the registration number table like the above case, to thereby obtain

“the contents inputted by the user and information concerning the image

processing apparatus. Further, the display control unit 230 refers to
an order content table in which order info.rmation such as "Type2" and
name of ordered part are associated with each other, to thereby obtain
the name of ordered pért from the order informatibn included in the
received dafa.

» T-h‘e display control unit 230 -makes the dis'playA unit 250 display
the inf_ormation. In thris case, a model name, an installation place, an
installing person and a cover address of the multifunction periphéral 10
and the descriptionn "two bottles of toner" ordered by the user are
disblayed. Thus, an operator who sees this information can order and
send two bottles of toner. Alternativelﬁ/, an order pro'cessing unit that
orders the parts automatically when data shown in Fig. 13 is received,
may be brovided.

6) When the update request to update a predetermined program is

sent at a predetermined timing.
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If it is time for updating a predetermined program according to a
predetermined scHeduIe (e.g., 10:00 AM on Monday, or at a powér
turn-on), the communication controller 120 generates data having
format that cohforms to the HTTP protocol as shown in Fig. 15 and
transmits this information to the management server 60 through the
Internet 50.

The data shown in Fig. 15 is different from the data shown in Fig.

5 in that a party to which information or data should be sent is a

- program "/cgi-bin/cgi.checkupdate" which carries out the updating

processing. This program confirms whether a progfam is to be
updated, and if there is.such a program, the pr'ogram realizes a function
to send the program. In this embodiment, the reply processing unit .
220 realizes this function.

fhe reply processing unit 220 of the management server 60
confirms whether there exists a program to be updated by referring to
an update-history database that contains history of updates of a large
number of image processing apparatuses that are to be managed.

That is, when this data is received, the reply processing unit 220
refers to the update-history database,l to determine the latest updaAted
program of the image processing apparat.us. If a program
corresponding to the model of the image processing apparatus after the
latest updated program is stored in the program memory 240, the reply
processing unit 220 determines that it is necessary to update the

program. |f a new program is not stored in the program memory, the

“reply processing unit 220 determines that it is not necessary to update
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. the program.

If updating the program is necessary, the reply processing unit
220 generates reply data as shown in Fig. 16, and sends the data to the
multifunction Aperipheral 10 through the Inte-rnet 50. In the data shown

in Fig. 16, the first three lines are data having format that conforms to

the HTTP protocol, and after the fourth line, information such as time of

reception, type of contents, reception number, and a description
"controller update " are included.

In addition, the new update program tHat is read from the

" program memory 240 is included in a portion of the reply data

separated by "Next Part". The reply processing unit 220 generates
reply data including such an Update program, and sends the data to the
multifunction peripheral 10 thrbugh the Internet 50. By including the
program in the reply data, it is possible to send the program to the
multifuhction peripheral 10 without being discarded by the firewall 20.

When the reply processing unit 220 sends the update progrém,
the sending time and identification information of the program éent are
registered in the update-history database. Registering the information
in the update-history database is useful at the time of subsequent |
updates to the program of the image processing apparatus.

7) When the management server is informed of a predetermined

utilization st_ate, at a predetermined timing.

If it is time to inform the management server 60 of a utilization
state of the multifunction peripheral 10 (e.g., 10:00 AM on Monday, or

6:00 PM on month-end day), the communication controller 120
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-generates data having format that conforms to the HTTP protocol as

shown in Fig. 18 and transmits this information to the management
server 60 through thev Internet 50.

The data shown in Fig. 18 is different from the data shown in Fig.
5 in that arguments "TC", "BC", and "CC" are included instead of the
error number "P". "TC", "BC" and "CC" respectively mean the total
number of images output (TC), the number of monochrome images
output (BC) and the number of color images output (CC). In Fig. 17,
"TC=46456" means that the total number of images output is 46456,
"BC=34842" means that the number of monochrome images output is
34842, and "CC=11614" means that the number of color images output

is 11614. The communication controller 120 generates data including’

-the number of sheets output based on a value of a counter, which

‘counts the number of sheets, supplied by the utilization state detection

unit 180.

The reply processing unit 220 of the management server 60
generates reply dafa as shown in Fig. 18, and sends the data to the
multifunction peripheral 10 through the internet 50. -In the data show_n

in Fig. 18, the first three lines are data having format that conforms to

the HTTP protocol, and after the fourth line, information such as time of

" reception, type of contents, reception number, and a description of

number of sheets output, is included.
The reply processing unit 220 stores the number of sheets
output in correlation with the multifunction peripheral that sends this

data. Therefore, the management serviceperson or service company
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can charge an installing person of the multifunction peripheral 10 for the
number of images output, based on the registered billing information.
Thus, a serviceperson is saved the trouble of gding to the installation
place of the image processing apparatus to record the ndmber of
images output.

According to this embodiment, the management server 60 at a
rémote location can administer an image processing apparatus, such as
the multifunction peripheral 10, without the neVed of a serviceperson fo
visit the image processing apparatus. More specifically, the A
management server 60 can check the amount of consumable products
remaining, and determine whethér a part should be replaced, whether
ah abnormal cdndition occurs, and whether a program should be
updated. The managAement server 60 is inforrﬁed of a result that is
detected objectAiver by a specific unit such as thé' remaining amount
detecting unit 130 of the multifunction peripheral 10. Therefore, it is
possible, in many cases, to comprehend the state of the multifunction
peripheral 10 more precisely as compared with a case in which a user
describes an abnormal condition by telephone. Consequently, it is
possible to handle such problem more appropriately. |

If the connecti-vity with the Internet 50 is already established,
that is, if the multifunction per;ipheral 10 is connected to the LAN 30, it

is not necessary to increase a telephone line to manage the image

processing apparatus at a remote location, and it is not necessary to

install a special-purpose intermediate management server in the LAN

30. Consequently, it is possible to reduce the additional cost and the
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complexity when the management system is introduced.

Instead of data communication utilizing dialup lines between the

- management server 60 and the multifunction peripheral 10, a computer

network such as the Internet 50, which does not require the line at the
time of the data communication, is utilized. If the multifunction
peripheral 10 is located in ah office, the multifunction peripheral 10 may
lnot be able to send and receive data to and from the management

server 60 if a telephone line is busy, or if other PC or facsimile machine

cannot communicate with the management s.ervér 60. Thus,

introduction of the system in the network avoids such problems and, at
the same time, does not affect execution of any other operation.

If the image processing apparatus sends an'indication of

.occurrence of an abnormal condition to the management server by

E-mail, a problem that a line is busy does not occur. However, when

data is'sent by E-mail, a mail server is interposed in many cases.

" Further, an immediate response may not be sent in some cases. Thus,

when an emergency abnormal- condition occurs, the problem cannot be
attended to imrﬁediately. Furthermore, in this method, it is necessary
to obtain a new E-mail address forA.the management, and a trou,blvesome
procedure such as requesting a service provider of the Internet to issue
the address is also required. ‘

However, the multifunction peripher_al 10 of this embodiment
carries out the commlunication using the HTTP protocol having the
immediacy in nature. Thus, it is possible to communicate with the

management server 60 immediately by connecting with the Internet 50,
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designating the address of the management server 60 and sending data
to deséribe the condition of the multifunction peripheral 10.
Consequently, even if abnormal condition that needs to be handled
imme(;Jiately occurs, after the abnormal condition detection unit 160
detects the abnormal condition, the information sent from the
multifunction peripheral 10 reaches the management server 60
immediately. = Therefore, it is possible to handle the abnormal condition
swiftly and procedu.re for obtaining an additipnal E-mail address is
unnecessary.

The present invention is not limited by the above embodiments,

but can be modified in the ways illustrated hereafter.

In the embodiment, data is sent and received between the
multift_.lnction peripheral 10 and the management server 60 through the
Internet 50. Alternatively, a computer network using telephone line,
which is not occupied at the time of data communication, may be used.
For example, data communica\tion may be carried out between the
multifunction peripheral 10 and the management server 60 through a
radio packet communication network. |

In the embodiment, the image processi.ng apparatus to be
managed by the management server 60 is the multifunction peripheral
10 having the plurality of functions such as copying, printing, scanning
and facsimile. - The image processing apparatus to be managed is not
limited to the multifunction peripheral 10, and it may be an apparatus
having a single image processing function such as copying, printing,

scanning and facsimile.
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In the embodiment, data is sent from the multifunction peripheral

10 to the management server 60 in any of the seven states. The data

sending timing may be different from these states. For example, the
communication controller 120 may send the data in which machine
registered number is includéd but error contents are not included, at
fixed intervals (e.g., every one hour) irrespective of the states.

The access from the management server 60 other than sending
reply is prohibited by the firewall 20. Therefore, it is not possible to
access the multifunction peripheral 10 from the management server 60
even if the management server's side has proper reasons. Therefore,
even if the communication controller 120 sends the data to the

ménagement server 60 at fixed intervals as described above, it is

possible to send necessary data‘as a reply thereto from the

management.server 60 to the multifunction peripheral 10.

- As explained above, according to one aspect of the invention, it
is possible to manage the image processing apparatus from é remote
location, efficiently.

| According to another aspect of the invention, the management
apparatus can send data to the image processing apparatus, while at
the séme time,'other apparatuses can not access the‘image processing
apparatus for any other purpose. |

According to still anotHer aspect of the invention, the managing
apparatus can send a program to the image prdcessing apparatus to be
managed. |

According to still another aspect of the invention, using the
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HTTP protocol for communication suppress the increase in cost when
the management sYstem is introduced.

-Accérding to sfill another aspect of the i'nvention, the
management apparatus can identify the image processing apparatus
that sends data and can send an appropriate reply immediafely.

According to still another aspect of the invention, additional cost
of a new télephone line and the trouble of obtaining an additional E-mail
address for communicating with the management server can be
avoided. | |

Although the invention has been described with respect to a
specific embodiment for a complete and clear disclosure, the appended
claimé are not to be thus limited but are to be construed as embodying
all modifications and alternative cons.t;uctions that may occur to one
skilled in the art which fairly fall withih the basic teaching herein set

forth.
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